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Terms of Reference 

Development of a Dispute Settlement Portal 

GENERAL INFORMATION 

Project Name: Building Institutions and Systems to Harness and Realize 

Agenda (BIASHARA) 2063 

Contract Title: Consulting Services for Developing Dispute Settlement Portal 

Method of Selection: Consultant Qualification Selection (CQS) – International  

Type of Contract: Lump-Sum Contract  

 

Project ID: 180117  

Grant No.: E2020 

Procurement Reference: ET-AFCFTA-541891-CS-CQS 

 

Reporting to: Head of the Dispute Settlement Division  

 

Duration of Assignment: Twelve (12) Months  

 

1. Background 

Over the past years, the AfCFTA has established a Dispute Settlement Mechanism (DSM) under Article 

20 of the AfCFTA Agreement, administered in accordance with the Protocol on Rules and Procedures on 

the Settlement of Disputes. 

Key DSM institutions, including the Dispute Settlement Body (DSB), Panels and the Appellate Body, are 

now in place. To operationalise and communicate the DSM effectively, the AfCFTA Secretariat intends 

to develop a Dispute Settlement Portal as a secure, user-friendly platform to: 

 provide information on the DSM’s institutional framework, procedures, processes, legal texts and 

disputes; 

 demonstrate the readiness of the DSM to handle disputes between State Parties; 

 signal openness to trade and legal predictability to State Parties, investors and the private sector; 

 ensure visibility of the work of all DSM organs and provide annual reporting on trade litigation 

under the AfCFTA. 
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The Portal will act as a centralised system for records and information management at the Secretariat 

regarding the Protocol on Rules and Procedures on the Settlement of Disputes and the DSM. The Portal 

shall further serve as an authoritative repository of disputes, including chronological arrangements, 

parties, subject matters, infringed provisions, procedural stages, and final decisions, ensuring transparency 

and accessibility in line with international best practice. 

2. Objective of the Assignment 

The objective of this assignment is to: 

 Design, develop and deploy the AfCFTA Dispute Settlement Portal aligned with AfCFTA 

branding and security requirements, providing information on the DSM, its institutional 

framework, processes, procedures, legal texts, initiatives and disputes. 

 Ensure seamless integration (linking and/or embedding) of the Portal into the existing AfCFTA 

website. 

 Provide administrative functionalities for the Secretariat to manage Portal content and users 

securely. 

 Support implementation of the Protocol on Rules and Procedures on the Settlement of Disputes 

and the operationalisation of the DSM through structured information access. 

 Provide technical support, capacity building and ongoing service to support continuing use 

and development of the Portal. 

 Conduct a structured assessment of viable cloud‑hosting platforms and recommend the most 

suitable hosting environment that meets AfCFTA’s requirements for security, data sovereignty, 

availability and compliance, as detailed in Annex B. 

 Ensure full compliance with the AU Convention on Cyber Security and Personal Data Protection 

and other applicable continental data-protection frameworks, ensuring that the Portal meets the 

highest standards of data sovereignty and security for African institutions. 

 

3. Scope of Work 

The selected consultancy firm shall undertake the following activities as part of the development, 

deployment, and operationalisation of the AfCFTA Dispute Settlement Portal. All Portal development 

activities shall be carried out in accordance with the Key Solution Requirements set out in Annex A. 

 Portal design and configuration 

o Design and configure the Portal as an information‑sharing platform on the Protocol on 

Rules and Procedures on the Settlement of Disputes and the Dispute Settlement Mechanism 

(DSM). 
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o Define and implement user roles and access rights (e.g., administrators, case managers, 

Secretariat users, public users). 

o Develop the Portal’s information architecture, user interface, and user experience in 

alignment with AfCFTA branding guidelines. 

o Ensure that the design and configuration reflect the functional pillars and requirements 

described in Annex A. 

 

 Portal development and integration 

o Develop all Portal modules, including the Public Information Module and the Secure Case 

Management Module. 

o Implement features such as structured workflows, resource repositories, notifications, 

search functionality, and structured forms for information requests. 

o Ensure seamless and secure integration with the existing AfCFTA website, maintaining 

visual and functional consistency. 

 Records and document management 

o Configure the Portal using records‑management functionality to ensure classification, 

access controls, retention rules, and protective markings are applied to all records. 

o Establish a centralised repository with appropriate metadata for dispute records, DSM 

information, legal texts, and procedural documents. 

o Implement versioning, checkout, and controlled deletion/retention in line with Secretariat 

policy. 

 Security, backup and compliance 

o Implement security and backup procedures consistent with ISO 27001, including audit 

trails, automated backups, and controlled restoration. 

o Ensure compliance with AfCFTA data‑protection requirements and relevant continental 

frameworks, including the AU Convention on Cyber Security and Personal Data Protection 

(Malabo Convention). 

 Cloud Hosting Assessment and Recommendation 

o Conduct a structured assessment of viable cloud‑hosting platforms as part of Task 1, 

comparing at least three options (e.g., Azure, AWS, African‑regional providers). 
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o Evaluate each option against the requirements in Annex B, including SLA, data 

sovereignty, compliance, security, scalability, and cost. 

o Provide a formal recommendation of the most suitable hosting platform and justify the 

selection with a clear technical and operational rationale. 

o Present the recommended hosting solution in the Inception Report for review and approval 

by DDSLA and the IT Department. 

o The assessment shall prioritise African-regional cloud providers and solutions that 

guarantee full data sovereignty, provided they meet the security, availability, and 

compliance requirements set out in Annex B. The justification for selecting a non-African 

provider must be documented and approved by the AfCFTA Secretariat IT Department and 

the DDSLA. 

 

 Capacity Building and Training 

o Develop and deliver training programmes for Secretariat administrators, IT staff, Super 

Users, and Member State focal points. 

o Prepare training materials, technical manuals, and user quick‑reference guides. 

o Support the establishment of internal capacity to manage the Portal post‑deployment. 

 Change Management and Communications 

o Develop and implement a structured Change Management and Communications Plan, 

including stakeholder mapping, multilingual awareness materials, portal demonstrations, 

and post‑launch user‑satisfaction monitoring. 

o Support the Secretariat in executing the communications campaign during rollout and 

launch. 

o All communications materials shall be produced in the six official languages of the African 

Union (Arabic, English, French, Portuguese, Spanish, and Kiswahili), with at minimum 

English, French, and Arabic available at launch, and the remaining languages phased in 

within six months of deployment. 

 Ongoing Support and Service Provision 

o Provide post‑launch technical support for the defined warranty period, including bug fixes, 

minor enhancements, and performance monitoring. 

o Maintain issue‑tracking logs and provide periodic support reports. 
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4. Tasks and Deliverables 

Task 1: Inception & Requirements Analysis 

 Undertake an inception study and prepare a detailed Project Plan, including project organisation, 

workplan, risk analysis and acceptance procedures. 

 Conduct requirements analysis with DDSLA, IT Department and Member State representatives. 

 Prepare an Application Design Document covering Portal architecture, modules, user roles, 

security, integration and hosting in alignment with Key Solution Requirements in Annex A. 

 Prepare Technical Documents describing infrastructure, hosting architecture and data protection 

measures. 

 Conduct a structured assessment of viable cloud‑hosting platforms, comparing at least three 

options against the requirements in Annex B, and identify the most suitable hosting environment 

for the Portal. 

Deliverables (Task 1): 

 Project Plan and Inception Report 

 Application Design Document aligned with the Key Solution Requirements in Annex A. 

 Technical Architecture and Hosting Proposal 

 Structured assessment of viable cloud‑hosting options and a formal recommendation of the 

preferred platform. 

Task 2: Design & Prototyping 

 Develop or configure all core Portal modules (Public Information Module and Secure Case 

Management Module). 

 Implement user roles, access rights, search functionality, notifications, resource repositories and 

forms. 

 Configure centralised repository structures and metadata for disputes and DSM information. 

 Implement records management functionality (retention labels, protective markings, access 

controls). 

 Conduct internal functional testing based on approved test plans. 

Deliverables (Task 2): 

 Beta version of the Dispute Settlement Portal (core modules functional) 
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 Portal database schema and configuration documentation 

 Functional test plans and test results 

Task 3: Development & Content Population 

 Develop or configure all core Portal modules (Public Information Module and Secure Case 

Management Module). 

 Integrate the Portal with the AfCFTA website (secure subdomain, embedded section or dedicated 

link). 

 Populate content (legal texts, institutional framework, disputes, procedures, capacity building 

initiatives). 

 Implement records management functionality (retention labels, protective markings, access 

controls). 

 Conduct internal functional testing and prepare for UAT. 

Deliverables (Task 3): 

 Fully developed Portal modules 

 Integrated Portal with initial content population 

 Updated technical documentation and configuration records 

Task 4: User Acceptance Testing & Refinement 

 Deploy the Portal in a UAT environment with DDSLA, IT Department and selected Member State 

focal points. 

 Conduct structured UAT, collect feedback and implement refinements. 

 Finalise documentation, manuals and technical administration materials. 

 Prepare initial communications materials and demos. 

Deliverables (Task 4): 

 UAT deployment and UAT test results 

 Finalised documentation and manuals 

 Initial communications/demo materials 

Task 5: Training & Official Launch 

 Develop training plans, materials, technical systems administration manual and user quick 

reference guides. 
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 Deliver hands‑on training for Secretariat staff and Super Users. 

 Execute the Change Management and Communications Plan (multilingual materials, awareness 

campaign). 

 Launch the Portal for public and restricted users. 

Deliverables (Task 5): 

 All project products (including source code and documentation) 

 Project Final Report 

 Maintenance and Support Plan 

Task 6: Post Launch Support & Maintenance 

 Provide technical support for a defined warranty period (e.g. six months) to address bugs, system 

errors and minor improvements. 

 Monitor performance and provide regular support reports. 

 Implement agreed minor enhancements within scope of the maintenance plan. 

 Prepare an End of Assignment Report. 

Deliverables (Task 6): 

 Post-implementation maintenance and support services 

 Periodic support and performance reports 

 End of Assignment Report 

 

5. Assignment Timetable 

The assignment shall be implemented over twelve (12) months, with phases broadly aligned as follows: 

Task / Phase Description Duration 
Completion 

(by) 

Task 1: Inception & 

Requirements 

Analysis 

Kick‑off, stakeholder consultations, 

requirements validation, hosting 

architecture proposal, project work plan 

2 months Month 2 

Task 2: Design & 

Prototyping 

UX/UI design, wireframes, information 

architecture, hosting environment setup, 

user roles and access rights 

2 months Month 4 
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Task 3: Development 

& Content 

Population 

Full development of Portal modules, 

integration with AfCFTA website, content 

population, internal testing 

4 months Month 8 

Task 4: User 

Acceptance Testing 

& Refinement 

Structured UAT, bug fixing, finalisation of 

documentation and manuals 
2 months Month 10 

Task 5: Training & 

Official Launch 

Hands-on training, execution of Change 

Management & Communications Plan, 

official launch 

1 month Month 11 

Task 6: Post Launch 

Support & 

Maintenance 

Technical support, minor improvements, 

performance monitoring, 

End-of-Assignment Report 

1 month 

(Month 12) 

+ 6-month 

warranty 

Month 12 + 

6-month 

support period 

 

Exact dates and detailed scheduling will be confirmed in the Inception Report. 

6. Reporting 

During the assignment, the Service Provider shall submit: 

 Inception Report, including the detailed Project Plan, requirements analysis summary, hosting 

assessment findings and confirmation of the implementation approach. 

 Monthly Progress Reports summarising status against milestones, risks and mitigation. 

 Inspection and Quality Assurance Reports covering testing, security, performance and 

compliance with specifications. 

 Training Reports summarising training delivered, participants, competencies and follow-up 

needs. 

 Support and Issue Logs cataloguing service calls, bugs, resolutions and lessons learned. 

 Final Project Report summarising activities undertaken, results achieved, risks encountered, 

mitigation actions, lessons learned and recommendations for sustainability. 

7. Project Management 

Responsible body 

Under the overall guidance of the AfCFTA Secretariat, the project will be implemented by the Directorate 

of Dispute Settlement and Legal Affairs (DDSLA) in close coordination with the IT Department. 
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Management structure 

 A Project Coordinator from DDSLA and a Technical Focal Point from the IT Department will 

act as primary counterparts. 

 Super Users from DDSLA and IT will be designated to support UAT, training and ongoing 

operations. 

 Deliverable review and acceptance will be undertaken by DDSLA and the IT Department, under 

the supervision of the Head of the Dispute Settlement Division, in accordance with the procedures 

set out below. 

 The Head of the Dispute Settlement Division (DSD) shall serve as the designated Technical 

Supervisor for deliverable review and acceptance, ensuring that all outputs meet the substantive 

and procedural requirements of the Dispute Settlement Mechanism. 

Deliverable Review and Acceptance Procedure 

 All deliverables submitted under this assignment shall be reviewed and formally accepted by 

DDSLA, in coordination with the IT Department, under the overall supervision of the Head of the 

Dispute Settlement Division. 

 DDSLA shall confirm acceptance and provide written comments within fifteen (15) working days 

of submission. 

 The Service Provider shall address all comments and resubmit the deliverable for approval. 

 If any objections remain unresolved after resubmission, the matter shall be escalated to the 

Secretary-General of the AfCFTA Secretariat for final determination. 

Responsibilities 

The Secretariat counterparts will: 

 coordinate stakeholder engagement and provide guidance on DSM content; 

 facilitate access to legal texts, branding guidelines and website CMS; 

 oversee Supplier activities and ensure compliance with AfCFTA policies. 

 

8. Data, Local Services, Personnel and Facilities to be provided 

The AfCFTA Secretariat will: 

 provide access to the Protocol on Rules and Procedures on the Settlement of Disputes and its 

annexes; 
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 provide existing DSB working documents and procedural texts; 

 provide AfCFTA branding and visual identity guidelines; 

 provide access credentials to the current AfCFTA website CMS (via IT Department); 

 facilitate meetings and consultations with relevant stakeholders. 

The Service Provider will be responsible for: 

 its own development environment, hardware, software licences, testing environments and staging 

servers; 

 any facilities required for its team, except for agreed on-site workshops, UAT sessions or training 

events. 

9. Transfer of Knowledge 

Transfer of technical and operational knowledge is a key objective. The Service Provider will: 

 work closely with DDSLA and IT staff throughout the assignment; 

 provide ongoing training and mentoring to Secretariat IT and DSM staff; 

 ensure that Super Users can administer the Portal, manage content and support users; 

 deliver comprehensive documentation to support sustainability beyond the project. 

10. Key Qualifications of Consultant Firm and Staff 

The hired firm should demonstrate: 

 Qualified developers with tertiary qualifications in IT, computer science, software development, 

information systems or related fields. 

 Minimum 5 years’ experience in web-based programming and application development. 

 Proven experience in online deployment scenarios, controls and functions. 

 In-depth experience in programming languages (C#, C++, JavaScript, PHP) and API programming 

(NodeJS/PHP). 

 Proven experience in workflow systems development and implementation in multi-stakeholder 

environments. 

 Familiarity with design principles for efficient, user-friendly solutions. 

 Strong communication skills, both written and verbal. 

 Strong analytical and project management skills to ensure timely delivery. 
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Team Composition 

The firm is free to propose its own team structure and level of inputs, based on its professional judgement 

and delivery methodology. However, the proposed team must include at least the following key personnel, 

each with appropriate levels of input: 

 Project Manager 

 Business Process Analyst 

 Designer & Developer (x2) 

 Trainer 

 Infrastructure / Cloud Deployment Expert 

 Legal and Dispute Settlement Expert 

The firm may propose additional specialists as required to ensure full delivery of the assignment. 

Minimum qualifications and experience for the above key personnel are provided at Annex C. 

11. Evaluation and Qualification Criteria 

 

The eligibility criteria, shortlisting and the selection procedure shall be in conformity with the World Bank 

Procurement Regulations for the selection of firm consultants under CQS. Interest expressed by a 

consultant does not imply any obligation on the part of the Secretariat to include them in the shortlist and 

ranking. Interested firms are expected to provide information on their qualifications and experience 

demonstrating their suitability for the assignments by attaching copies of profile and experience 

documents, detailed CV of key staff and brief description of methodology and approaches in response to 

the TOR. Firms will undergo an evaluation based on the criteria outlined below: 

 

(a) Stage 1: Shortlisting and Ranking 

 

# Criteria Points 

1. Firms’ Core Business:  

 

 A detailed Expression of Interest (EOI) clearly indicating the firms’ core 

business in CT/web-portal/workflow/case-management systems, minimum 5 

years' experience (per TOR Section 10), registration, and relevant 

certifications (ISO 27001, cloud-platform cert) where held. 

 

 

 

20% 

 

 

 

 

2. Experience:  

 Evidence of consultant’s experience in similar assignments with at least three 

(3) similar assignments on web-based portal, application development, 

 

25% 
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workflow, or case/document-management systems, preferably for 

government/IGO/international-organization clients with signed, verifiable 

client references and evidence of satisfactory completion of the same 

assignments. 

3. Understanding and Response to the TOR:  

 An Expression of Interest (EOI) with a brief commentary on the TOR 

showing understanding of the Portal's modules, integration requirements, and 

the cloud-hosting task. Explicitly not a technical proposal, workplan, or 

methodology document. 

 

15% 

4. Staff Composition:  

 Proposed study team (Project Manager, Business Process Analyst, Designer 

& Developer, Trainer, Infrastructure/Cloud Deployment Expert, Legal and 

Dispute Settlement Expert) as per the TOR requirements, their qualifications 

and experience in undertaking the assignment plus copies of certificates and 

recommendations. 

 

40% 

 TOTAL 100% 

 

 

(b) Stage 2: Request for Proposals 

 

Shortlisted candidates will be ranked, and the first one will be invited to prepare and submit a detailed 

technical and financial proposal prior to negotiation and selection. 

 

 

PART 2: ANNEXES 

Annex A: Key Solution Requirements 

Annex B: Cloud Hosting Requirements 

Annex C: Minimum Qualifications and Experience for Key Personnel 
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Annex A – Key Solution Requirements  

1. Introduction 

This Annex sets out the key functional and technical requirements for the AfCFTA Dispute Settlement 

Portal. These requirements reflect international best practice for dispute settlement systems (WTO, 

ICSID, PCA, ITLOS) and are designed to ensure that the Portal: 

 provides clear, structured, and authoritative information to AfCFTA Member States, the 

private sector, and the public; 

 enables Member States and the Secretariat to submit, track, and monitor disputes through 

structured workflows; 

 supports the operationalisation of the Protocol on Rules and Procedures on the Settlement of 

Disputes; 

 ensures secure, role-based access to sensitive case information; 

 provides a robust, scalable, and compliant platform for long-term institutional use. 

The Portal shall be built around two core functional pillars, each of which is essential to the effective 

functioning of the AfCFTA Dispute Settlement Mechanism (DSM). 

2. Core Functional Pillars 

Pillar 1 – Public Information Module 

An open-access, user-friendly repository providing comprehensive information on the DSM, including: 

 the Protocol on Rules and Procedures on the Settlement of Disputes and its annexes; 

 institutional framework (DSB, Panels, Appellate Body) presented in both text and graphics; 

 processes and procedures for dispute settlement; 

 relevant legal texts, codes of conduct, working procedures, and working documents; 

 capacity-building initiatives and training materials; 

 records of concluded disputes, categorised by party, subject matter, legal basis, and procedural 

stage. 

This mirrors the approach used by the WTO Dispute Settlement Gateway and the ICSID Cases 

Database, ensuring transparency and accessibility for Member States and the public. 

Pillar 2 – Secure Case Management Module 

A restricted-access, authenticated environment enabling AfCFTA Member States and the Secretariat to: 
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 submit disputes electronically using structured forms; 

 track and monitor disputes through all procedural stages, including: 

o consultations 

o panel proceedings 

o Appellate Body review 

o arbitration 

o implementation and compliance 

 upload and manage case documents securely; 

 receive notifications on procedural deadlines, submissions, and decisions; 

 view structured workflows showing the status, next steps, and responsibilities for each case. 

This model is consistent with the PCA-PIMS interface and the ITLOS e-Registration system, ensuring 

secure, role-based management of live proceedings. 

3. Key Solution Requirements 

3.1 Portal Development 

The Portal shall include: 

 configurable user roles (Administrators, Case Managers, Secretariat Users, Member State Users, 

Public Users); 

 secure access and data protection aligned with international standards; 

 core features including: 

o resource repositories 

o notifications and alerts 

o advanced search functionality 

o structured forms for dispute submission and information requests 

o dashboards for case status and workflow tracking 

3.2 Centralised Repository 

The Portal shall include a centralised repository with: 

 structured sites and libraries for DSM information and dispute records; 
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 metadata-driven organisation to support search, reporting, and workflow automation; 

 single sign-on with two-factor authentication for internal users; 

 simplified sign-in for external users (Member States); 

 restricted ability to alter structure or metadata (Administrators only). 

For disputes, the repository must capture at minimum: 

 chronological arrangement of disputes; 

 parties and third parties; 

 subject matter; 

 infringed provisions; 

 procedural steps taken (consultations, panel, arbitration, etc.); 

 final decisions (consultation outcomes, panel reports, Appellate Body decisions); 

 status of amicable settlement; 

 status of panel proceedings; 

 status of Appellate Body proceedings. 

3.3 Records and Document Management 

The Portal shall include full records-management functionality, including: 

 ability for administrators to declare documents as records using retention labels; 

 download capability for authorised users; 

 application of protective marking schemes and classification rules; 

 prevention of unauthorised deletion of folders, records, or metadata; 

 automated generation of retention and disposal lists; 

 compliance with Secretariat classification and retention policies. 

3.4 Information Management Features 

The Portal shall support: 

 creation of guest users with restricted access; 

 versioning and checkout functionality; 
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 structured metadata for all documents and records; 

 multilingual content where required. 

3.5 Security and Backup 

The Portal shall implement ISO 27001-aligned security controls, including: 

 restricted changes to site structures, libraries, and metadata; 

 audit trails for all changes; 

 regular usage and audit reports; 

 automated backup and recovery procedures; 

 administrator-only restoration rights; 

 full data integrity after restoration. 

3.6 Integration with the AfCFTA Website 

The Portal shall: 

 be linked securely from the main AfCFTA website (subdomain, embedded section, or dedicated 

link); 

 maintain visual and functional consistency with AfCFTA branding; 

 ensure a coherent user experience across both platforms. 

3.7 Security and Compliance 

The Portal shall: 

 implement SSL certification, user authentication, and encryption where necessary; 

 comply with AfCFTA data-protection requirements and relevant continental frameworks; 

 support secure role-based access for Member States and Secretariat users. 

3.8 System Documentation and Capacity Building 

The Service Provider shall deliver: 

 a technical systems administration manual; 

 user quick-reference guides (hard copy and online); 

 in-person hands-on training for Secretariat staff and Super Users; 

 a trainer’s guide for ongoing capacity building. 
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3.9 Maintenance and Support 

The Service Provider shall provide: 

 post-launch technical support for six (6) months; 

 bug fixes, system error resolution, and minor enhancements; 

 performance monitoring and support reports. 

Annex B – Cloud Hosting Requirements 

1. Introduction 

The AfCFTA Dispute Settlement Portal will host sensitive legal, procedural, and dispute-related 

information generated by State Parties and the Secretariat. This includes confidential case documents, 

procedural records, institutional texts, and metadata relating to the operation of the Dispute Settlement 

Mechanism (DSM). 

Given the strategic importance of this information, the hosting environment must ensure: 

 high availability and reliability to support continuous access by Member States and the 

Secretariat; 

 robust security and compliance with African Union data protection frameworks; 

 data sovereignty, ensuring that all information remains under the exclusive control of the 

AfCFTA Secretariat; 

 scalability and resilience, allowing the Portal to expand as the DSM caseload grows; 

 cost-efficiency, avoiding unnecessary capital expenditure on physical infrastructure. 

To meet these requirements, the AfCFTA Secretariat adopts a cloud‑based hosting model as the preferred 

approach. This aligns with international best practice for dispute settlement systems (e.g., ICSID, PCA, 

WIPO) and supports the Secretariat’s long‑term digital transformation strategy. 

As part of Task 1 – Inception & Requirements Analysis, the selected Service Provider shall conduct a 

structured assessment of available cloud‑hosting options and provide a formal recommendation of the 

most suitable platform that meets all requirements detailed in this Annex.   

This assessment must be evidence‑based, technically justified, and aligned with AfCFTA’s 

data‑protection, sovereignty, and operational needs. 

2. Preferred Model – Cloud Hosting 

A cloud-based hosting solution (e.g. Microsoft Azure, AWS, or an African-regional cloud provider 

compliant with applicable data protection standards) is the preferred model. Cloud hosting reduces capital 

expenditure while ensuring scalability, resilience, and disaster recovery. The hosting solution must meet 

the following requirements: 
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a. Service Level Agreement (SLA) 

The Service Provider shall guarantee: 

 Minimum 99.5% system availability on an annual basis 

 Defined Recovery Time Objective (RTO) 

 Defined Recovery Point Objective (RPO) 

RTO and RPO thresholds will be agreed during the inception phase and reflected in the Inception Report. 

b. Data Sovereignty 

All data generated and stored by the Portal shall: 

 remain under the exclusive control and ownership of the AfCFTA Secretariat; 

 be hosted physically within Africa, or in a jurisdiction with which AfCFTA has a valid 

data-processing agreement; 

 comply with applicable data protection frameworks, including the AU Convention on Cyber 

Security and Personal Data Protection (Malabo Convention). 

The Service Provider must demonstrate how its proposed hosting environment meets these requirements. 

c. Infrastructure Expert (Required Profile) 

The Service Provider must designate a dedicated Infrastructure / Cloud Deployment Expert responsible 

for: 

 architectural design of the hosting environment; 

 deployment, configuration, and optimisation; 

 monitoring, performance tuning, and security compliance; 

 backup, recovery, and continuity planning; 

 ensuring adherence to AfCFTA data protection and sovereignty requirements. 

3. Compliance and Verification 

The Service Provider shall provide: 

 documentation demonstrating compliance with the above requirements; 

 evidence of data-centre locations and certifications; 

 a hosting architecture diagram; 

 a security and backup plan aligned with ISO 27001; 

 a draft SLA including uptime, RTO, and RPO commitments. 
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These will be reviewed and approved during Task 1 – Inception & Requirements Analysis. 

Annex C – Minimum Qualifications and Experience for Key Personnel 

The Service Provider is free to propose its own team structure and level of inputs. However, the following 

minimum qualifications and experience requirements apply to each of the key personnel positions 

identified in Section 10. 

1. Project Manager 

Qualifications & Experience: 

 Graduation Degree in Computer Science, Information Systems, Project Management, or a relevant 

discipline. 

 Minimum 6 years of professional experience managing ICT development projects, including 

web-based platforms and enterprise systems. 

 Demonstrated experience leading multi-disciplinary teams and coordinating with government or 

intergovernmental institutions. 

 Formal project management qualification (e.g. Prince2, PMP) would be an asset. 

 Strong understanding of software development methodologies (Agile, Waterfall, hybrid). 

 Experience with digital transformation, online service delivery, or workflow-based systems. 

 Excellent communication, stakeholder engagement, and reporting skills. 

 Experience working in African regional or continental organisations is an advantage. 

2. Business Process Analyst 

Qualifications & Experience: 

 Degree or Diploma in Computer Science, Information Systems, Business Analysis, or a related 

field. 

 Minimum 4 years of experience in business and process analysis for ICT systems. 

 Proven experience in business process modelling, structured system design, and requirements 

elicitation. 

 Experience developing functional specifications and user stories. 

 Familiarity with workflow automation, case management systems, or dispute resolution processes 

is an advantage. 

 Strong analytical and documentation skills. 

3. Designer & Developer (x2) 

Qualifications & Experience: 
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 Degree or Diploma in Computer Science, Software Engineering, or a related discipline. 

 Minimum 4 years of professional experience in software development for web-based information 

systems. 

 Strong knowledge of web-based programming languages and frameworks (e.g., C#, C++, 

JavaScript, PHP, NodeJS/PHP). 

 Experience with API development, web-services, and integration with external systems. 

 Experience with relational database design, data modelling, and schema development. 

 Familiarity with secure coding practices and international standards for data protection. 

 Experience developing workflow-based or case-management systems is an advantage. 

4. Trainer 

Qualifications & Experience: 

 Degree or Diploma in Information Technology, Education Technology, or a related field. 

 Minimum 3 years of experience delivering ICT training programmes for government or 

institutional users. 

 Experience preparing training materials, user manuals, and quick-reference guides. 

 Demonstrated ability to train users with varying levels of technical proficiency. 

 Experience supporting change-management or user-adoption programmes is an advantage. 

 Strong communication and facilitation skills. 

5. Infrastructure / Cloud Deployment Expert 

Qualifications & Experience: 

 Degree or Diploma in Computer Science, Information Technology, or a related discipline. 

 Minimum 4 years of experience in cloud infrastructure design, deployment, and administration. 

 Demonstrated experience with major cloud platforms (Azure, AWS, or African-regional cloud 

providers). 

 Strong understanding of data sovereignty, security controls, backup and recovery, and SLA 

management. 

 Experience implementing ISO 27001-aligned security controls. 

 Professional cloud certifications (e.g., Azure Solutions Architect, AWS Solutions Architect) are 

preferred. 
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 Experience designing hosting environments for government or intergovernmental systems is an 

advantage. 

6. Legal and Dispute Settlement Expert 

Qualifications & Experience: 

 Degree in Law, International Trade Law, or a related legal discipline. 

 Minimum 5 years of experience working with dispute settlement mechanisms, international trade 

law, or treaty-based dispute systems. 

 Familiarity with the AfCFTA Agreement, the Protocol on Rules and Procedures on the Settlement 

of Disputes, or comparable WTO/ICSID/PCA frameworks. 

 Experience drafting or interpreting procedural rules, legal texts, or case documentation. 

 Ability to support the structuring of dispute-related information and metadata for the Portal. 

 Strong analytical and communication skills. 
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